NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

10 October 2012

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIJECT: (U/A2H67Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/Het07r Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency during
the quarter ending 30 June 2012 were unlawful or contrary to Executive Order or Presidential Directive
and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as amended.

(U/FOHS The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant to
the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

GEORGE ELE :ARD
Inspector General

z‘/”y\ QQ\B)\
RAJESH DE
General Counsel

(U//F667 1 concur in the report of the Inspector General and the General Counsel and hereby

make it our combined report.
KEITH ALEXAN DER

General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked

“UNCLASSIFIED/for-Stfrerat-tseOmnty™

upon removal of enclosure(s)
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[. (V) Intelligence, Counterintelligence, and Intelligence -Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

[LA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333

Authority
(b) (1
I.LA.-1 (U) Unintentional Targeting or Database Queries against U.S. Persbrm -P.L. 86-36
(USPs) or Foreign Persons in the United States __ (b)}(3)-50 USC 3024 (1)

(SUSI/REL-TO USA—EVESS-During the first quarter of calendar year 2012 (CY?Olz)
the National Security AnencyICemral Security Service (NSA/CSS) cont111ued| I

I
As a result, in June 20I7 NSA;’CSS S
primary tasking tools 10T telephone and Internet selectors contained approximately

_ active selectors. consistent with the number reported last quarter.
(b)(3)-P.L. 86-36

_ (U/FOHODuring the second quarter of CY201 2, signals intelligence (SIGINT) analysts
inl:lnstances inadvertently targeted communications to, from. or about USPs while pursuing
foreign intelligence tasking or performed a query using a USP selector. Unless otherwise
specified, all intercepts. query results, and reports have been deleted or destroyed as required by

United States SIGINT Directive SP0018.
{b) (1}

I.LA.1.a. (U) Tasking Errors L~ (B} (3)-P.L. 86-36

ASHSERELTFOHSA—EAH OnDOccaSions during the second quarter. NSA analysts

performed a query or tasked a selector without doing the necessary research to determine
whether the target was a USP. On each occasion, the query was deleted or the selector was
removed.

SR | was erroneously

targeted and collection occurred for five minutes because an| [collection operator did not
- ﬁ..l‘.SI...d.etasl\':Iwhilé performing a systems check. All collected data has been purged.

)| | an NSA analyst discovered that a
Zselectm for a Valld forelgn mtellwence target had been tasked while the target was in the United
States smcel . | The query and the results were deleted .

| —f&%-{ﬁ@-&&«—waw Jan NSA auditor discovered that

selectors fof valid forelgn mtelllgence targets had remained tasked while the targets visited
the United States | = — | There was no collection.

-(-S#SH-REHG—U‘S'%—F‘V“E‘Y' an NSA analyst discovered that a

selector associated with a USP. which had been detasked 1 | had been
erroneously retasked. the selector was detasked. No dissemination occurred.

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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+SHSHREFO-HSAHVEY | | during tasl\'inf_r. an NSA collection site
I |
| | On the same day. the site detasked the telephone I]l.l..l..ﬂbe.liﬁ. No collection
occurred. e i P
(b) (3)-P.L. 86-36
<SHSHREEFOUSAFVEYY O pecasions| |NSA
forwarded | |the inadvertent intercept of a possible USP. All non-compliant
data was purged. and no dissemination occurred.
—FSHSHHIRT) O|| bccasionsl _ |
| e _Jassociated with a kidnapping incident.
| [the selectors were discovered. to___be_l_on“ to USPs. The telephone IlllllleIS were

detasked . and no collection occurred. by (1)

] (b).(3)-P.L. 86-36

‘fTS#ﬁ#REIfFG‘U‘Sﬁ—GB'R'] |an NSA analvst dlscoxaered that a
selector tasked | _ - |
| S belonned t a USP_ There were no
indications before | [that the target was a USP. | o ] all
collection and queries were identified and deleted. | | six reports were canceled.

SRy | [reported targeting a
foreign national located in the United States. The selector was detasked. and no collection
occurred . :
(b) (1)

lLA.1.b. (U) Database Queries (b) (3)-P.L. 86-36

{b) (1)

(b) (3)-P.1. 86-36
(b) (3) =50 |lusc 3024 (i)

(U 011|:|oc-c-asi_QI_ls_during the second quarter, analysts performed overly broad
or poorly constructed database queries that potentially targeted and/or returned information about
USPs. These queries used

| |that produced. 1 1111prec1se

results. e (b) (3)-PLL. 86-36

(U/FebBe) OIDOFthOs’e'déc'a's"if)ns. the queries returned results from the database. The
query results were deleted or aged off, as required, and no reports were issued. Analysts who
performed these queries were counseled by their management.

(U) Procedural and other errors contributed to the following incidents:

o ~(SHSHRE-FO-BSA—TFVEY [ an NSA analyst

performed I:l‘aw__.tr-afﬁéﬂ'database queries using| _|as
| (b) (1)
(b) (1) (b) (3)-P.L. 86-36
{(b) (3)-P.L. 86-36 —FOPSECREFASAAOFORN— {b) (3)-50 USC 3024 (i)

2
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“TOP SECRET/ST/NOTORN—

selectors. The analyst was counseled on proper querying procedures. and all results were
deleted.

. -(-S#SHFNF}I- | an NSA analyst performed queries on a foreign

-intelligence target while he was known to be in the United States. The query returned no
) .(3:}-_-; - 86_3__6re_s_u_l_t§___ and no dissemination occurred.

e |an analyst performed a query on

“selectors believed to be associated with a foreign intelligence target. The analyst then
--le__arned from the customer that the target was a USP. The query results were not retained.
To avo__i_d recurrence. additional deconfliction procedures will be used with this customer
when conducting target analysis.

-(-S#S-H-R—E-HF@-H-S#F*%‘H |an NSA analyst performed a query ina
raw traffic database 0r1 | The query returned no results. and
no dissemination occurred.

o SHSUINTY| |made queries on selector s associated

with USPs. NSA suspended the personnel’s accesses to relevant databases;angd provided

remedial training. (b) (3)-P.L. 86-36

| )i3)—50 Usc 3024 (i)
—(-S#S-]#]HE-I:—'FQ—USA—F%LEAL)I | an NSA analyst dlscoveled t

hat
database queries| Iwere still running even though the consent -
to-monitoring agreement had expired|

: [the analyst
stopped all queries. No-collection or reporting occurred. The organization is developing

~a system solution to avoid recurrences of this type.

- "NF) Iaﬂer verifying the locations of targets, an NSA analyst
..talled to.remove one-U.S. selector| |bef0|e querying a

BET 36 database The queLy returned no 1esults and no dissemination occurred.

| an NSA analystl |

T | when the target was
determmed o be a USP. The quely results were deleted on 29 April, and no reporting
occurred. .

e Wj’bﬂ bocasioiis=
an NSA analyst ran queries|

| I
| [ On alll I)ccasmns the analyst deleted
the query results. and no dissemination occurred.

o ASHSHAREEFO-ESATHYEY | an NSA analyst discovered while
reviewing database query results that a valid foreign target had been in the United States

| _ | but the analyst failed to alert a co-worker of the target’s status.
The co-worker viewed query results for the time the target was in the United States. All

queries and results were deleted, and no reporting occurred. The division instituted a new
alert and review process to prevent similar incidents.

that was later determined to befong to a USP. T

an NSA analyst ran a query on a selector
1e query returned no results.

(b) (1)
(b) (3)-P.L. 86-36
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. |an NSA auditor discovered that during
an analyst had conducted multiple queries using U.S. terms as selectors.

The query returned no results. The auditor conducted training for the analysts on proper
database queries.

. —(—S#—S-H»‘-R—E-HFG—H-&A—F—‘«WH | an NSA auditor discovered that an

analyst had performed a quer)l | The analyst deleted the results. and
no dlssemmatlon occuued
. -(-S#S-[#&EH@-HSA—F—‘%E%LH |an NSA analyst performed__a_ query
| | The results were deleted. .

: “Jan NSA analyst initiated a query[ |
- _ Im araw trafﬁc database “The analyst aborted the query. and no results
were returned

i O VS |an NSA analyst ran a query on a selector
(b}" (3) _PL eeiae assocnated with a USP The analyst deleted the results. and no reporting occurred.

. -(-S-:’-r‘S-b‘-HitE-L—'FG—HSﬁ—WEﬁ‘ﬂ [an NSA analyst, familiarizing himself
‘with database querying procedures, executed an old query involving an authorized
foreign intelligence target later discovered to be a USP. The analyst deleted the query
and results.

. —(—S#-S-H-H-EE-]:—'FG—HSﬁ—F"v‘E"l‘Tl |an NSA analyst performed a

series of queries | |
= information related to a possible_threat to the United States. At the time, the NSA analyst
EE; E;; _P.L. BE-36 _ believed that it was permissible hen a potential threat existed. No

(b) (3)-50 USC 30241‘(@_5],1"8 or disseminatio n occurred .

. -{-S#S-I-MEE-I:—'FQ-HS-‘\—F*E‘I")‘I a database auditor discovered that a
analyst had performed a database query on a USP selector. The analyst
deleted the query and destroyed any derived information. The auditor reminded the
analyst not to query USP selectors.

. —(-SL/-SI#R-E-I:—"FG-HS#F"V"E-‘EH an NSA analyst queried several selectors
con_s_ide'red to be USPS “The results were deleted. and no dissemination occurred.

. -(-IS#SJ-#RE—I:—”FG—H-S#F’V'E'T)T | after detasking known selectors

] ~in the United States. an NSA analyst queried those same selectors|:|
e | The query |esults were, deleted...and-the’ collection was purged.

fj;f an NSA analyst had pel formed three queries | | Although the

” query had returned results, the records had aged off.

(b) (3}—P L 86-36"

e A—FVE | an NSA analyst discovered that selectors
| query while the target was in the United States. The
analyst stopped the query and deleted the results. No reports were generated as a result
of the query.
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o ST REEFOHSATVEY | an NSA analyst discovered that a

selector associated with a valid foreign target had remained tasked while the target was in
the United States. | | the analyst detasked the selector

| the United States; | T

| | the analyst deleted the query

and the results.

* > [ an NSA analyst discovered that.
although the selectors o targets had been detasked| It_hle

United States or]

The queries for both of'the targets were stoppec‘ | ------ e

b) (1)

. b) (3)-P.L. 86-36
SHSHREEFOESATFYER Jan NSA analyst discovered that 2 ¢
the United States from| | The analyst deleted the results. and no
dissemination occurred . T
—rs#wﬁﬁe-ﬂﬁ—ﬁﬁal | an NSA analyst discovered that one of
several database queries| B |during a target’s travel tothe United States

from| | The analyst was aware| |and

stopped all queries on the target’s selector) |the analyst deleted

all query results, and no reporting occurred.

ILA.1.c. (U) Detasking Delays

)| Wiscovered that the
selectors f0r|:|valld f0|e|gn intelligence targets had mistakenly been left on task while the
targets were in the United States. No reports were issued.

-(-S#-S-l-»‘-;%E-lr"F&US#‘F“V‘E‘Y‘)l ~Lan NSA analyst discovered- that a
selector associated with a valid foreign intelligence target remained ontasl\ aftel the target had
arrived in the United States on “The selector was detasked - | The
collection was deleted. and no reports were issued. T {b) (1)
P e (b) (3)-P.L. 86-36
~(SUSHREFO-HSA—FVEY)| [an NSA analyst identifjed collection
indicating that an authorized foreign target had traveled to the United States o
| | the analyst had detasked | |
the target| |

The remaining selectors were detasked. and the collection was marked for purging.

—SHSHREEFOHSATFVE | an NSA analyst discovered tha| |

selectors associated with a target traveling in the United States | [had been

detasl\ed| | No-collection; reporting, or dissemination occurred. (b) (1)

~SUSHREL TO-USAFVEYY| | an NSA analyst discovered that

the selectors OD authorized foreign targets had remained tasked while the targets were in the
United States. Although the analvst had detasked all selectorsl |

(b) (1)
(b) (3)-P.L. 86-36
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[ | New-procedures have been instituted to avoid recurrence ot this

problem. e () (1)
(b) (3)-P.L. 86-36

—SHSHREETFOBSA—F VA _ Jan NSA analyst discovered that the

selector of'an authorized foreign target had [emamed tasl\ed while the target was in the United
States| | Data collected during this period was deleted

l | To a\f01d recurrence of this problem, manager s established new branch-wide notification
procedures.

ASHSHARFFOBSATVEYT | an NSA analyst realized that a selector.

believed to have been detasked| | was still tasked.. The tareet had entered the

United States on | | On
the analyst detasked the selector] [ associated with the selector.

The resulting data frmn[ld-a-t-abase quertes-was deleted 0n| --------------- " (b) (1)

— (b) (3)-P.L. 86-36
(SUSHU/REL-TO USA- F‘V’E‘f}l | an analyst dlscovered that a valid

foreign intelligence target had traveled to the United States on| | A systems error

caused a delay in detasking| |-whe1i a systems administrator facilitated the

detasking. No reporting occurred.

—FSHSHREETFOBSATVED| | an analyst determined that the targets

of another Intelligence Community agencv had entered the United States on| | NSA
had detasked these selectors ‘however. |

_—Jnalystspurged

(b) (1)
(b) (3)-P.L. 86-36

| an- NSA analyst discovered

that| |select0rs belonﬂmU to an authouzed foreign target had been detasked
| [the United States. [ . Ithe analyst deleted the collection

associated with the relevant selectoL No--reports were issued.

—(—S#S-H!-R-E-HFG—US#WHH [-an NSA analyst discovered that. despite

| w1t11 a target on| |
|the United States from kelectors mistakenly remained
tasked. The analyst discovered the error when attempting to retask the selectors. No collection
occurred, and no reports were issued.
“SHSHREEFO-HSA—EVEY) | | an IC member notified NSA that a valid

foreign target had| |to the United States 0 -No collecnon or
dissemination occurred. = (B) (1)

_____ (b)(3) -P.L. B6-36

SHSHREFOESATFVEY JanNSA analyst discovered that one"

selector associated wnh an authorlzed foreign talnet had remained tasked when the target was in
the United States. e

the analyst lad tailed to detask one selector. | |the analyst deleted the
collection associated with the single selector. No reporting occurred.
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—SH S REEFO-HSE—FVEY) ]

-an NSA-analyst learned that the target was in the United States. No collection occurred

and The selector was detasked. Yb) (1)
(b) (3)-P.L. 86-36

SHSHREEFOUSATFYEDT -an NSA- analyst dlscoveled that tasked
selectors had not been detasked despite | “notification of the target’s arrival in the
United States| [the analvst detasked the selectors and

all collection and query results

were deleted. No reporting occurred. A senior analyst counseled the analysts involved about
their responsibility to act on| the United States.

—SHSHREEFOE5SATVED)| | an auditor discovered that a selector

remained on task when the target had traveled to the United States. A systems error caused
improper detasking, and collection continued. The collection was not reviewed, and no reporting

occurred. T ) (1)
T ) L. 8636
LA.2 (U (b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)
SHSHREETFOHSATVEYS
<SS RECTOUSA. FVEYJ

[LA.3 (U) Unauthorized Access

{SUREL TOUSAEVEY}H |

[to perform a query and unknowingly access a raw traffic database

without authorization. There was no need to detask. and no dissemination occuued The

| |to-avoid recurrence of this problem: () (1)
(b) (3)-P.L. 86-36
(U/AeBom | a software updatef |was determmed to

have inadveﬂently clisabled a processor that

program updates.

(U/FeE60On occasions during the second quarter, raw traffic database access was
not terminated when access was no longer required. On each occasion, access was terminated.
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I.LA.4 (U) Data-Handling Error

'('S#SH#NF—}' anNSA analyst disseminated | lin an

e-mail to an 1C customer not authorized to see the mfon mation . The customel conﬁrmed deletion
of the material |
reports were issued.

(b) (1)
(b) (3)-P.L. B6-36

~(SHSHAREEFO-BSATYET] JanNsSA analyst learned that USP
information was shared in an e-mail with IC agency analysts who were not authorized to receive
the information. I:l the analyst requested that the rec1p|ent s delete the e-mail.

“SHSHARIEETFO-HSAYE . an NSA analyst discovered that an

e-mail sent to IC customers contained the identity of a USP. The e-mail was recalled and
reissued after the identity had been masked. The analyst was counseled on proper mlmmlzatlon
procedures. : .

| an NSA analyst mistakenly
dlssemmated ‘the' name of a USP in an e-mail to a customer. The information was recalled

—(-S-:‘fS-HRE-HFG—H-SﬁrF"v‘Eﬁ‘H lanalyst disseminated a

briefing in an e-mail to authorized personnel. who did not realize the briefing included
unpublished information and who then forwarded the e-mail to unauthorized personnel.
Recipients were asked to delete the e-mail, and deletion was confirmed.

|-ar_1_NSA analyst mistakenly disseminated raw traffic to an
unauthorized customer. The customer confirmed deletion of the material I:I The
analyst was reminded of dissemination policies. f

B e o e e e  an a | | an NSA analyst dlscoveled that a valid
foreign intelligence target had traveled to the United States on . |the
analyst deleted the data derived from database queries executed dllllI’lU that time. Althouﬂh no
reporting occurred, an analyst had provided unminimized | |inan e- mall to
another IC analyst outside the SIGINT production chain. The e-mail was deleted[_ -

I A ———— ..:.::.:_.. 5 N
(b) (3)-P.L. 86-36
=SS REETFOUBSATVEY Ian NSA analyst ‘disseminated raw traffic

to an unauthorized customer. The recnplent of'the data stated that he had not reviewed the tlles

and had deleted theni: .

-(-S#S-H-H-F-}-I It&i?e'"NSA analysts discovered that they inadvertently
disseminated USP information through e-mail to IC agency counterparts who were not _
authorized to receive the information. The information was shared on four occasions| I
The error occurred because the analysts misinterpreted procedures concerning
the dissemination of USP identities. The analysts recalled the e-mails and asked the recipients to
delete the information. The analysts were counseled on the procedures and directed to retake
appropriate training. No reports were issued.
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—tESHSHAN| an NSA analyst inadvertently provided a selector
associated with a USP sent-to IC agency personnel who were not authorized to
receive it. The selector was originally thought to be associated with a valid foreign target. The
analyst asked the recipients to destroy and received confirmation of the
destruction | | The analyst was counseled about the need to protect USP

information and the rules preventing-the plowsnon of selectors not p1ev10uslv included in
serialized reports. No reports were issued. :

—(FSHSHREEFO-BSAFVEYY On[__Joccasions T [ the

name of a USP was released without authority to unauthorized 1ecnp1ents inachat room. The
information was recalled. and the recipients were instructed to destroy all coples

) )

LA.5 (U) Systems Error _— oy (3) —p.1. B6-36

“(SHSREETFOHSAFVEY ‘a database technical team determined that
a technical error caused | |
[ | Data was collected but not reviewed or forwarded.
Files that were collected were purged from the database the
collection system software was updated. replacing earlier versions that had caused the problem.

—SASEREL O LSA VY )| Jan analyst discovered that a selector
believed to have been detasked| Ibec_ause it belonged to a USP was still tasked. A
software problem caused the error. The selector was detasked and all resulting collection purged

l:ﬁ A soﬁware patch was installed| fto correot the problem.
(Uf/PE}UU'ﬂ En unauthorized query was dlscovered to have resulted
from { | Developers are ‘working to _e_reate a systems solution or
_ " design training to avoid recurrence. B
(b) (3)-P. L 86 (b) (1)

(U) Foreign Intelligence Surveillance Act (FISA) (b) (3)-P.L. 86-36
[.B.1. (U) NSA/CSS Title | FISA
[.B.1.a. (U) Detasking Delays (1)
g y (b)(3)PL 86-36

L5HSHNF) | | an NSA analyst dlscovered that an e-mail- selector
authorized for tasking| —_ ]

| the analyst detasked the target’s selectors tfrom
| but overlooked one selector.

The selector was detasked|] | No reports had been 1ssued. and all collection
derived from the selector | |was deleted.
_(TSUSUNE | | an NSA] Jattempted to t_askDelectors under a

FISA Court Order]| - |and discovered that the selectors were still tasked
under the previous Court Order, which had expired [ |
|:|failed to terminate-the tasking ..a-s-'req'_t_le_s_tecl.--l Fecords _we_r_e_purged-l |

"t'ia) 1

(b) (3)-P.L. 86-36 CEC :
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(b) (3)-P.L. 86-36

[.B.1.b. (U) Unauthorized Targeting

TTSStAND) | _}the Department of Justice provided NSA’s Office of
General Counsel with new guidance about certain telephony selectors |
| As aresult of this notice. NSA analysts detasked| __kelectors onl |
| Collected information has been

deleted or purged ; one report has been recalled.

-(-"FS#S-I#N-F—)I -an NSA analyst discovered that a selector. approved for
tasking under FISA authority. had inadvertently been tasked through a typoglaphical error. The
incorrect selector was detasked[_______JItis believed that the selector tasked in error does
not exist. No collection occurred. and no queries were submltted on that selector.

|.B.2. (SHRETFOUSATFVEY) FISA
= "b) (1)
[.B.2.a. (U) Database Queries e (b) (3)-P.L. 86-36
L5445 NSA notified DOJ | |that an estlmatedl |queues ml |
| _ Ihad

not been reviewed. Some of the queries|
Since learning of this situation. NSA analysts Thave been reviewing and reconciling past queries.
To avoid recurrence. NSA is working on a solution to unprox_fe the performance of auditing tools.

[an NSA auditor discovered thatl |

an NSA analyst had run a database query that included| |

The analyst deleted the query and results

RO S A RN an NSA analyst discovered an overly
broad database query| | The- analyst immediately | deleted the query and
results. e ) (1)

e (b) (3)-P.L. 86-36

SLSUHRELTFO-HSA—V A ‘an NSA auclltor determined that an
NSA analyst had queried a raw traffic-database] |
| pefore ca:)nductmU required research. The analyst deleted the query and was

counseled.

[.B.2.b. (U) Unauthorized Access

(U/FOHes| |during a management
Understanding (MOUs) for detailed and assigned IC personnel .within® NSA; the MOU
authorlzmgLI |was dlscovered not to-have been finalized .
Nevertheless |had been gn«en accessl B

| | During the period of access.| |1ece1ved all required cmnplnan’ée
briefings and training associated with the accesses and was technically under full operational -
control of the Director. NSA. Upon discovery of this incident, all accesses IOI I

I:lwere removed until the MOU is finalized.
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—SHSHREEFOHSAT VA An incident was reported upon initial discovery last
quarter as an| Jincident. but| [NSA personnel were
discovered potentially to have had unauthorized access tof |data. This occurred because
the data L and personnel had not
been trained or cleared for the access. '
- Measures were taken to correct the ploblenl:"'_'
| o) (1)
I.B.2.c. (U) Data-Handling Error (b) (3)-P.L. 86-36
—SHSHREFOHSA—TFVER | fari analyst disseminated I:l
information | [ “The information had been improperly

disseminated via e-mail to a distribution list that contained individuals not authorized to view the
information. The e-mails were recalled, and the analyst was counseled on proper handling of
this data and the need to ensure that recipients are authorized to receive the data.

[.B.2.d. (U) Systems Error

SHSHREETFOHSATFVEY | | an NSA technical director discovered

that a systems error had caused a delay in the purging of files containing | |
| IThe error was caused by a
problem 1n software code used to determine the age of some files. |
modifications were made to the code. All files were deleted. and no dissemination_ or repomng
occurred. .

(B (1)
|.B.3. tFS#SHANF Business Records Order (b) (3)-P.L. 86-36

(U) Nothing to report.
|.B.4. (FSHSHANF) Pen Register/Trap and Trace (PR/TT) Order
—~F54#5HANF) The PR/TT Order expired on 9 December 2011 and has not been renewed.
[.B.5. (U) FISA Amendments Act (FAA)
.B.5.a. (U) FAA Section 702 "'<b1.-<3>_-P-L- 86-36

(U/A#9B6) NSA/CSS has implemented a new process to ensure that FAA §702 data that
is required to be purged is purged from NSA/CSS databases. NSA created al ]

to identify non-

complrant data that should be purged.
[.B.5.a.i. (U) Unauthorized Targeting
~SHSHREEFO-ESAEY) On two occasiony NSA(b)(1)

analysts discovered that a selector had been tasked under an incorrect FISA Certification. On (P)(3)-P.L. 86-36
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both occasions. the selector s were detasked and all data collected under the incorrect certification
was purged.

(UHFBHG.-] I a selector was discovered to have been improperly tasked.
The selector was detasked . and all collection was purged.

IAB_.5_.aAi"i: (U) Tasking Errors

(U/AFetor| | during the second quarter. analysts did not perform the
necessary rtesearch to establish the location of targets. On each occasion. upon discovery. the
- selector was removed and the collection was purged.

(b) (3)-P.L. 86-36
e PSS RS A Y Y | NSA analysts discovered that
“selectors for foreign intelligence targets had been tasked incorrectly. The selectors were
detasked, and non-compliant data was purged or marked for purging. No reports were issued.

(UNF‘GHG-]- |selectors were

incorrectly tasked because of typographical errors. All associated collection has b__een purged.

—{-S#SHI—EE-L-’FG'US?TFV‘E‘Y‘)l -an-analyst queried .a USP. Selector after

| [had failed No results were returned. Ab) (1)
(b) (3)-P.L. 86-36

(U/EoEan| [an NSA analyst discovered that a_sele'c.tor had been
improperly tasked and immediately detasked the selector. All data has been purged.

(U//Feto ) | a selector was discovered to have been tasked without
proper NSA targeting approval. The selector was detasked, and the collection was purged.

TS SHREEFOHSATFVEYS [an NSA analyst discovered that a

selector associated with a foreign intelligence target belonged to a USP. The selector was
immediately detasked. The query returned no results; therefore no purging was required and no
reports were issued.

) (1)
I.B.5.a.iii. (U) Database Queries o)1) -p. L. 86-36

-(-S#S%E—L—'PQ—USA.—F&LEX—)-OnDOccasions in the second quarter, analysts performed

overly broad or poorly constructed database queries that potentially targeted and returned
information about USPs. These queries used | |
| [that produced
imprecise results.

(b) (3)=P.L. 86~ 36

U/FetEer OrDof those occasions, the queries returned results from the database. The
results were deleted or aged off. as required. and no reports were issued. Analysts who
performed these queries were counseled by their management.

“SHSHREETFOEHSATVEYD an NSA analyst performed a query on a

U.S. selector. The query and results were deleted.
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—FSHSHAH an NSA auditor discovered that.| | an
NSA analyst had initiated a query of |

| |- All the quenes and results were deleted

an-NSA analyst pel tormed|:|querles using
U.S. selectors. The queries and the results were deleted. e .

“"(b) (1)

I.B.5.a.iv. (U) Detasking Delays L = ' (b) (3)-P.L. 86-36
: | the detasl,mg of a sglcgtor was
delayed. | fan NSA analyst had detasked associated
with a target upon discovering that he was in the United States as of] |
|:|- the single selector was detasked and collection was purged.
—(—T—S#S-l#R-E—HG—H-S#Pv-E—Y—)l | an NSA analyst detasked a target’s

selectors after discovering that the target had traveled to the United States onl | On
| | the analyst identified| |had

not been detasked. Thé'selec-tor_s_were immediately detasked. and the collection was purged.

: |an NSA analyst dlscovered that a tasked
selector! [the United S )
this selector —
The selector was detasked . and the information was puloed No 1ep01ts had been Tssued, (b) (1)
(b) (3)-P.L. 86-36
—S SN o notlﬁed NSA that an e-mail account:

[ [the United States on that day NSA detasked some of the selectors associated with

the e-mail account| | but’ not others. because of a misunderstanding of detasking

procedures. The NSA analyst detasked the rest of the selectors | | All collection

was purged.

—FSHSIUNE)| | an NSA analyst discovered that collection for a selector
that had been properly detasked by NSA on]| [because of the target’s travel to the
United States| |

| [ All non- compllant data collectecl has been purged.-

—(-S,U-S-I#PeE-l-_-—"FO-H-SA—F-‘rE%Lﬂ |select0|s were not
detasked in collection systems because of a software problem. NSA 1111111(—:d1ately pelformed a

of all the selectors -when the error.was discovered... A_sa_ﬁwale
h h n install IT he problem. All collection h enpurged. B (1)
patch has Deen 1nstalled to correct the proble c.o_..g.cto as. bee - purg ed.- (b) (3)-P.L. 86-36
-(-S#S-I#R—E—L—"FG—H-SA—F%’-EJF-H |records that should have been purged
| |were discovered to have remained in a raw traffic repository because of a
processing error. The records have since been purged.

-(-"FS#SHNF—)' |-an___NSA analyst discovered that collection for a selector
that had been properly detasked on| |
United States ‘the NSA analyst
responsible f01‘| |-W.aS__l_l_1_1_El_ware of thel etasking request and

| ) (1)
: (b) (3)-P.L. 86-36
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TORSECRETHSTUNOEQRN. e B (1)
i Pl (b) (3)-P.L. 86-36

| | All information collected during the target’s visit has been

purged. _ _
—FSHSHREEFOHSATVEY e a select0| that was marked for detasking
was not detasked| |the error was discovered and the selector was detasked. All

information has been purged.

|- an NSA analyst|
| htalget had ar uved in the United States onI I.an_d_requested detasking
ofthe selectors | e IW'.
discovered. The selector was immediatel y detasked. and the collectlon was pulﬂe

(b) (1)
(b) (3)-P.L. 86-36

~FSHSHAREEFO-HSAFVE A | anNSA analyst discoverefl/that a

selector associated with a foreign intelligence target had remained tasked when the target entered
the United States of] The selector was detasked | | and all non-
compliant data has been purged. e

—SS S |.ah:1:.C' partner discovered a selector that should have been

detasked | [when the target| [the United States. The
partner had mistakenly issued a tasking, rather than a detasking requestl | The IC
partner ceased receiving all data associated with that selector | | and NSA purged
all collection.

—(—"l"-S#SHRE-I:—"FG—H-S#F‘v—E—Y—)l | an auditor discovered that a selector

had remained tasked when the target traveled to the United Stat_es. A systems error caused
improper detasking . and collection continued. The collection was not reviewed ., and no reports
were issued.

| an NSA analyst was discovered to have euoneouslf

routed collection| [to-an IC partner-and not to the intended recipient
The IC partner confirmed | |that the collectlon had not been mﬂrested into its
systems. e
) (1)
I.B.5.a.v. (U) Data-Handling Errors i (b) (3)-P.L. 86-36

FAA \702 data was discovered to
have been improperly stored in a directory not certified for FAA data.~All non-compliant
information has been marked for purging. and NSA is developing a solution to avoid recurrence,

—FSHSHREEFO-HSA—RVEY) FAA §702 data was discovered to
have been improperly placed in a repository not certified for FAA data because of a systems
error. All information has been puloed from the non-compliant system.and the error has been
corrected. -

~FSHSHRE—FO-USA—EVEY) notified NSA of a

named USDdata it had received from NSA. | Purged the name.
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—FSHSTREETOUSA T VEY ] an NSA analyst processed FAA §702
| The data was deleted from the
tool. T
—(—"FS#SHRE-HFG—H-S#F—VE‘H |an NSA analyst moved two files
containing FAA §702 data to a directory not certified for FAA datal | the two
files were moved to an FAA-approved location. i m) (1)

' (b) (3)-P.L. 86-36
NSA personnel discovered that

software had been written to select and post FAA §702-derived data to an 1C website not

authorized to receive such data. NSA determined that the dissemination policy was

insufficiently communicated to the software developers and has implemented steps to prevent

recurrence. -

—FSHSHRE—TFO-BSA—TVEY |an NSA employee sent an e-mail

containing FAA information to two NSA contractors who are not authorized to receive the data.
The e-mail was recalled.

TTST?‘SW‘R‘E‘IT‘F@'US#F‘F‘F‘E‘H |an analyst disseminated FAA §702

data to a person not authorized to receive the information. The recipient confirmed deletion of
the information :

[.B.5.a.vi. (U) Overcollection

. |an NSA analyst discovered that traffic
received for a tasked selector contained communications unrelated to the target because of a
typographical error. The collection was purged.

[.B.5.a.vii. (U) Unauthorized Access

—FSHSHAREFO-HSA—FEY)| | collection associated

with a target| - | the target was
deemed not of interest, but the collection continued to be routed by mlstal\e All collection has
been purged. \

—FSHSHREETFOHSA—TFYEYY [an NSA analyst was discovered to have

queried a database and accessed FAA §702 information without authorization
or training. The query and results were deleted. 3

—FSHSHAREFOHSAT YA Jan NSA analyst accessed FAA §702

information from an unauthorized locatlon The analyst s access at that locatlon was ------

B . _ Yoy (1)
discontinue - P (b) (3)-2.L. 86-36
—(—”FS#S-]-A‘-KE-L—'FQ-U-SA—F%LE-Y—H fm NSA analyst who had been re-

assigned to a new organization that day was discovered to have continued|
based on the access authorizations of her previous organization. |
and results were deleted.

—
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[.B.5.b. (U) FAA Section 704

—tFSHSHREEFOHSAF VA [selectors were determined to have
remained on task for collection during a target’s| khe United States. The
selectors had been detasked| | The selectors were

immediately detasked | |and all associated collection was deleted | |
No reporting occurred. _

FSHSHREFO A TFYETT] Jan NSA analyst taskedQUSP
selectors but failed to createf |when the USP returned to the United
States | and the selectors remained tasked. | _ | the analyst detasked
the two selectors. No collection or ‘reporting occurred . .

—<PSSTREETOHSATFVEY) [NSA analysts queried FAA §704

tasked selectors in databases containing FAA §702 and E.O. 12333 coll_a__cu_q_n ___Q
were deleted | .......................................................... o

(b) (3)-P.L. 86-36

—(‘F&‘/-S-]#—EE-HQ—U—SA—F#EY-] i Ian NSA analyst discovered that
[ | araw traffic database had been queried for selectors belonging to
a USP | | including when the target was not covered under FAA

§704. The queries returned no results. and no reporting occurred.

(U/FOBO0rOn 28 June 2012, an NSA analyst performed overly broad queries in raw
traffic databases. There was no collectio n and no reporting. The analyst received remedial
training.

I.B.5.c. (U) FAA Section 705(b) ®) (1)

(b)(3)-P.L. 86-36

[.B.5.c.i. (U) Unauthorized Targeting (B) (33,759 USC 3024(1)

~All d'a.tabase queries and results were deleted.

'[“PS#S']#RE'IT"FG'HS#F’«‘E%%L | an NSA analyst queried a USP

selector after the FAA §705(b) authorization had expired. Moreover, the analyst queried the
USP selector in an FAA §702 raw traffic database. The analyst immediately recognized his
mistakes and deleted the results. | | the NSA analyst queried a different selector
associated with the same USP in FAA §702 | The analyst
immediately noticed his error and deleted the results. The analyst.-who 1s experienced. is
providing a training session for other branch members on the special attention requlred when
conducting queries associated with FISA targets.

“(b) (1)
[.B.5.c.ii. (U) Tasking Error (b) (3)-P.L. 86-36
—FSHSHREETFOHSATFVEY) | an NSA 10 Officer discovered that a

selector associated with a USP and authorized under FAA §705(b) had been improperly tasked
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(b)(3)-P.L. 86-36

| | The error occurred
because the selector had been in_advert’entlyLI |
| | Traffic collected | No
reports were issued.

“FSHSHREEFOHSATFVEY | [-an NSA analyst discovered that an

e-mail selector associated with a target authorized under FAA §705(b) had been tasked
incorrectly because of a typographical error. Upon discovery of the error. the analyst detasked
the selector. No collection occurred. and no reports were issued.

et (b) (1)

I.B.5.c.iii. (U) Detasking Delay (b) (3)-P.L. 86-36

s b WY

(TS//SITREL TO USATFVEY) |'durihg a_reviéw of tasking, an NSA
analyst discovered that the selectors associated with a USP and authorized for collection under
FAA §705(b) had remained tasked after the tarfret had entered the United States on

The analyst detasked the target’s selectors| “No collection occurred, and no reports
were issued.

I.C. (U) Consensual Collection _
) (1)
(U) Nothing to report. (b) (3)-P.L. 86-36

I.D. (U) Dissemination of U.S. Identities

TTSHSHAH The NSA/CSS enterprise issued :lS[GINT product reports during the
second quarter of CY2012. In[_]SIGINT products. disseminations were found to be improper.
and the reports were canceled as NSA/CSS and |analysts learned of USPs,
U.S. organizations, or U.S. entities named without authorization. All data in the canceled reports
was deleted as required. and the reports were not re-issued or were re-issued with proper
minimization.

(UAOBO7TTn past reporting. NSA provided the number of occasions on which SIGINT
analysts included information that identified USPs or U.S. entities while pursuing foreign
intelligence tasking. The majority of'the U.S. entity names were those of Internet service
providers in e-mail selectors. NSA now considers these names to be products and services and,
therefore, may be named in disseminated SIGINT products. As a result, to improve the accuracy
and make our report more meaningful, NSA is not providing that statistic this quarter and will
develop a new method of presenting the information next quarter.

I.LE. (U) Counterintelligence Activities

(U) Nothing to report. (b) (1)
(b) (3)-P.L. 86-36
I.F. (U) Detection and Prevention of Violations (b) (3)-50 UsSC 3024 (i)

FSHSHFREETFOHSATY¥E-To reduce the risk of unauthorized telephony collection

and prevent violations, NSA/CSS has instituted a process that gives analysts greater and faster
insight into a target’s location. | |

17
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(b) (3) -P.L. 86-36
(b) (3)-50 UsSC 3024(i)

[ Collected data was
purged from NSA/CSS’s principal raw traffic repositories when required.

—FSHSHARFEFO-HSATFVEY)|

| | NSA analysts found|] [e-mail accounts|
| lin the second qualtel C ollected clata was pulged
from NSA/CSS’s principal raw traffic repositories when required. i,

(b)(ll

II. (U) NSA/CSS Office of the Inspector General (OIG) IO Inspections,::; g:_gél't}sgsgzg“i)
Investigations, and Special Studies

(U//B0B6y During the second quarter of CY2012, the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
Executive Orders, Attorney General (AG) procedures. and Department of Defense (DoD) and
internal directives. With few exceptions, the problems uncovered were routine and showed that

operating elements understand the restrictions on NSA/CSS activities. ) (1)
(b) (3)-P.L. 86-36
(b) (3) -50 USC 3024 (i)

SHSHREEFOBSAF YY) Under AG-approved procedures. NSA/CSS is required to

conduct a yearly review of] |
| | As a result of the 2011
review. more than | | selectors (]_ﬁ)&:rcent ofthe total lewewed) were lemoved because the

IILA. (U) Annual Selector Review

(b) (1)
[I.B. (U) Trends Noted in the Annual Review of Quarterly 10 Reports for 201(‘19) (3)-F.L. 86-36

(U/ABH6) The NSA OIG published an analysis of trends noted in the quarterly 10
reports for CY2011. The review highlighted three areas in which analysts committed procedural
errors:

o (U/AFOYH64 Failure to perform required research on selectors before querying raw traffic
database,

o (U/ABOY69 Detasking delays caused when analysts had information requiring detasking
but did not detask immediately or did not detask as requested . and

o (U/ABHE6) Dissemination of FISA or FAA data to e-mail distribution lists that included
persons not trained to handle the data and systems not authorized to retain it.

(U) The OIG advised the SIGINT Directorate to implement enhanced training and
awareness procedures.
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II.C. (U) NSAICSS Representative| |

(U//FOB0) As part of an NSA/CSS G field inspection of] I

an 10 inspector reviewed the 10 program, 10 training. and application of IO standards in
the SIGINT mission activities performed at the site. The inspector found that the site lacked
formal documentation that described the scope of the overall 1O program and delineated the
responsibilit ies of designated 10 persoiinel.. ‘The inspector also found that the site’s requirement
for the completion of 1O training by newly assigned employees and reassignees within 30 days
of arrival at the site was not enforced. A survey conducted at the site revealed that the
operational workforce had a sound knowledge of 10 standards with some weaknesses in the
understanding of the handling of raw SIGINT and of minimization and dissemination standards.

—15)(3)-P.L. 86-36

[I.D. (U) NSA/ICSS Representative

(U//FOEO As part of an NSA/CSS IG field inspection of] | from
| Jan TO inspector reviewed 10 program management. 10 training, 10
knowledge, and the application of IO standards in mission activities. The inspector found an
overall lack of IO-related documentation and compliance with 1O training. Managing core 10
training accountability and compliance awareness and maintaining appropriate controls for
access to raw SIGINT traffic databases pose challenges for] |leadership.
which is implementing OIG recommendations to cure the problem.

llI.E.'(‘FS#S‘h‘fNF')-I I I

by(1 B

Eb%ts; P.L. 86 36 .(.IS#S-I#—NF-H [10 inspectors reviewed the| |
| | The inspectors
reviewed these activities for adherence to IO policies and procedures. particularly [0 training
and the application of IO standards| | The activities

lacked some 10 documentation . particularly database access approvals for deploved analysts and
for certain SIGINT disseminations .

(b) (1)
II.LF. (U) Unauthorized Intelligence Activity (b) (3)-P.L. 86-36
(b) (3) -50 USC 3024 (i)

(U) Nothing to report.
I1.G. (U) Misuse of the U.S. SIGINT System

(U) Nothing to report.
II.H. (U) Congressional and IO Board Notifications

(U) Nothing to report.

I.I. (U) Other Notifications

FSHSHHREE-TFOHSA—FVEYY NSA/CSS notified the Attorney General of| |~ ®) (1)

o . Ay . : : b) (3)-P.L. 86-36
intelligence -related collection activities associated with USP hostage and detainee cases. ) (3)

19
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lll. (U) Substantive Changes to the NSA/CSS 10 Program
(U) Nothing to report.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to
10 Programs

(U) Nothing to report.

VL. (U) Crimes Reporting

iy | |
|t001 being improperly used by a U.S. service member.
Analysis indicated that the service member used the t001| | The investigation
into this incident is ongoing. : -

(b (1)
(b) (3)-P.L. 86-36
(b) (3)-50 UsSC 3024 (i)



